
THE First Principles Review and the Defence 
Industry Policy Statement (DIPS) make it 
clear that the Government wants to redefine 
the relationship between Defence and Indus-
try. The changes in policy will lead to an assess-
ment of sovereign industry capabilities deemed 
important by Government and for the first 
time, a Defence Industry Capability Plan.

The motivation behind this is not just job 
creation – the intended outcome is military 
capability that over the life-of-type is more 
affordable, more effective and more available 
to the services. In this regard the DIPS ap-
proach differs significantly to an offset policy 
(mandated for defence procurement in many 
countries) where industrial activity is gener-
ated but often on a short term basis and often 
at additional cost. Through DIPS, Govern-
ment is flagging its plan to support invest-

CYBER is being spoken of as the “fifth do-
main”, after air, land, sea and space, by mili-
tary planners.

Yet this fifth domain has one key attribute 
that isn’t shared by the others – it is lawless.
Unlike air, land, sea and space, action in the 
cyber domain is not governed by internation-
al norms and conventions, by treaties or even 
by transparency. Instead, it is secret, and it is 
becoming ever more dangerous and violent.

Australia’s cyber capabilities are at war every 
day. It has been reported that Chinese and Rus-
sian hackers have stepped up their cyber-attacks 
on Australian Government networks, with hun-
dreds of hacking attempts made every month. 

The Australian private sector is feeling 
the pain of this silent war too. Cyber-attacks 
are costing large Australian enterprises an 
average of $8.3 million a year, but the real 
costs could be much higher. A study by the 
US-based Ponemon Institute questioned 
30 large Australian organisations on their 
experience with cyber-attacks, and found 
that each organisation was the victim, on 
average, of 1.6 successful attacks every week. 
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Army’s Plan Beersheba and Navy’s Plan Pe-
lorus, are well advanced. Yet the growing 
ADF reliance on C4ISR and Battle Man-
agement Systems means a commensurate 
focus is required on potential vulnerabili-
ties and ‘cyber survivability’.

The 2016 Defence White Paper talks 
about the growing threat of cyber, and the 
need to strengthen Defence’s cyber capabili-
ties. That is welcome. However, the 2016 In-
tegrated Investment Plan (IIP) only commits 
to $300-400 million over 10 years. The fact 
is, if Australia is to develop stronger sovereign 

capabilities in the cyber domain, that scale of 
investment won’t match the rhetoric. Austra-
lia must invest in enhanced innovation, and 
building a stronger military cyber science and 
technology infrastructure. And Australia 
must start thinking about the need for cyber 
training for the ADF and the establishment 
of a ‘cyber militia’ for cyber operations.  

David Feeney is the Labor MP for Batman in 
Melbourne.  

A new report by the Australian Centre 
for Cyber Security (ACCS) warns that 
Australian government and civilian organ-
isations have fallen well behind China and 
the United States in preparing for cyber 
war. Professor Greg Austin warns that Aus-
tralia’s response to the cyber threat has been 
“slow and fragmented”, and calls for a “rap-
id catch up in Australian capabilities for 
military security in the information age”. 

The ACCS warns that Australia must de-
velop stronger self-reliance in the cyber do-
main. “The reliance by middle powers such as 
Australia on the United States for extended 
deterrence may not have as much impact in 
cyber space as for kinetic operations,” warns 
Professor Austin.The ADF is now under pres-
sure to do more to ensure its current weapon 
systems can withstand a cyber-attack. “The 
ADF is likely to be blind to the operational 
vulnerabilities of their major complex sys-
tems and platforms to cyber-attack”, warns 
retired RAAF Group Captain Keith Joiner.

The ADF is well advanced in using new 
technologies to transform itself into a 
more potent, fully integrated force. Plan 
Jericho, a plan to transform the Air Force 
into a more integrated force, together with 

ment in a sustainable base of industrial ca-
pacity and individual competencies in areas 
where Australia requires the ability to take 
sovereign decisions/action independently of 
the policies or priorities of any other nation. 

If the vision is to become a reality, this 
policy intent must drive change in Defence’s 
procurement practices and priorities. 

The first step is to move away from compe-
tition forming the primary basis of achiev-
ing value-for-money at each step of a project 
(design build, maintain) and to assess the 
benefits over the life-of-type that strate-
gic partnerships under suitable contrac-
tual models can achieve. The UK complex 
weapons program is one exemplar where 
contracting for a long term partner has de-
livered better capability with increased pro-
ductivity, lower risk and lower cost. 

A second step is to consider industry capa-
bility on the basis of programs (ie: industry 
input to all aerospace systems) rather than 

individual projects in isolation. Just like other 
Fundamental Inputs to Capability (FIC) 
such as personnel, the three service chiefs – as 
capability managers – should be responsible 
to ensure that industry effectiveness and sus-
tainability is considered at a strategic level. 

Third, where industry FIC are affected, 
Defence should be prepared within reason to 
change the timing and nature of acquisition 
so as to leverage procurement funding to sus-
tain those elements of industry that have been 
deemed fundamental to military capability.

Finally, the assessment of value for mon-
ey must give greater weight to factors other 
than the upfront price which – when made 
the primary consideration – can mask un-
intended consequences that drive a higher 
net cost across the service life of the system 
(particularly when metrics such as avail-
ability and effectiveness are included). 
Spillover effects into productive capac-
ity and exports from complex defence pro-
grams should also be considered. 

David Fawcett is a Liberal party Senator for 
SA.

“Australia’s cyber 
capabilities are  
at war every day.”


